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1ISO 27001 IMPLEMENTATION

Achieving certification to ISO 27001 demonstrates that your company is
following information security best practice, and delivers an independent,
expert assessment of whether the data you are handling is adequately

protected.

Information is the lifeblood of any
business - this is especially true if your
clients have entrusted their valuable
data to you. Maintaining an information
security management system (ISMS) is
the most effective way of reducing the
risk of suffering a data breach.

An ISMS is a systematic approach to
managing the security of sensitive
information and is designed to identify,
manage and reduce the range of threats
to which your information is regularly
subjected.

In our implementation process we
identify the key requirements of ISO
27001 for you and provide a top level
route map for a successful ISMS
integration into your organisation. We
will outline a structured approach to
implementation based around:

¥ Planning

¥ Defining the scope of the ISMS.

¥ Assessing management system
requirements and controls.

v Defining your information security
policy.

¥ Identifying of your organisation’s
devices, how they should be assessed,
as well as their functions.

¥ Reviewing handling of all personal
data held/used by your organisation.

¥ Relevant risks that would compromise
the confidentiality, integrity and
availability of your information.

¥ Defining a systematic approach to risk
assessment.

¥ How you should be carrying out risk
assessments to identify and evaluate
information security risks.

¥ What are the identifying and
evaluating options for the treatment
of these risks.

¥ What you should be doing with
regards to selecting, for each risk, the
controls to be implemented.

¥ What issues you should be looking at
when preparing your statement of
applicability (SoA).

¥ Formulating a risk treatment plan for
approval by risk owners.

¥ How you should be meeting your
organisation’s ongoing legal,
regulatory and contractual
obligations.

There are a whole host of benefits to
getting ISO 27001, such as
demonstrating credibility when
tendering for contracts, showing you are
taking cyber security threats seriously,
and avoiding fines and penalties.
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